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INTRODUCTION

Introduction

et us introduce you briefly to WebConsole. What is WebConsole?

WebConsole is an effective solution for web-based network

management that enables you, as a network administrator, to securely
access and manage NetWare file servers using any standard web browser. As a
network system administrator with proper access rights, you can use
WebConsole to manage a network from almost any location or any client.
After proper authentication to the network, you can do the following:

e Access NDS to add, delete, modify and move users, organizational
units and other NDS objects.

Issue NetWare system console commands.

Automatically update remote server files with Gravitix.

Manage NLMs throughout a LAN or WAN.

Use simple drop-down lists to load and unload NIL.Ms.

Manage mounted and dismounted volumes and view their statistics.
Edit key server configuration files that affect the booting process.
View the address and any open files of a particular connection.
View mounted volume, server configuration, and INI files.

Use Java-enabled or non-Java user interface

Send messages or keys to the server.

Manage files in both mounted volumes and local DOS partitions.
Manage user accounts, issue passwords, and set time restrictions.
Create, schedule, and modify management tasks to run NCF files.
Obtain detailed listings of all LAN cards installed on the server.

Create detailed reports of a server, view system information, check
server parameters and inventory, and diagnose encountered problems.

Manage printers, print servers, and the print queue.
e Manage problems with a full HelpDesk utility.

All these features are discussed in greater detail in WebConsole Features.

When you use WebConsole to manage a network, first verify and authenticate
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your identity with NDS or Bindery to gain access to network resources. RSA
encryption and SSL technology keep passwords confidential.

Note

For security, RSA encryption and SSL technology are
provided by your web server and web browse (not by
WebConsole). Before you can utilize this technology, you
must propetly configure your web server for this feature.
Refer to your web server documentation for additional
information on implementing SSL support.

You can manage NetWare file servers from any client platform supporting web
browser technology. All you need is a web browser that supports frames,
access rights, and a connection to the Internet or Intranet. You do not need
any additional client software with WebConsole.

WebConsole is an intuitive browser interface utilizing navigation buttons,
frames, and drop-down lists. It allows the administrator to quickly jump back
and forth among management functions with a click of the mouse.
WebConsole makes network management easy and almost effortless.

WebConsole dramatically reduces the resources required to perform updates of
NLMs, Disk Drivers, and LAN Drivers. The administrator can immediately
identify and automatically update old NLMs throughout the entire LAN or
WAN. WebConsole downloads the latest NLM and Driver updates from a
defined user or from Patchlink.com’s master web site and automatically
applies them to selected NetWare file servers and their DOS Partitions.

Administrators can view a list of all NLMs running on the server, select a
particular NLM for “real time” interaction and viewing, view the System Error
Log file for a list and description of console error messages, and send network
broadcast messages to all users. This is just a sample of the features available in
WebConsole. For further information, refer to the next chapter, WebConsole
Features, and to the online documentation included with the product.
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FIG. 1: WebConsole is a central administrative utility interface between the NetWare Server and any
client. WebConsole is accessible from within the Internet or Intranet.

How to use this manual

This manual contains all you need to know about WebConsole’s concepts,
features, installation, configuration, and operation. It is intended for use by
administrators planning to install WebConsole on one or more of their
NetWare servers. It will guide you through the planning and installation stages,
and through the initial log-on phase. Before installing WebConsole, be sure to
review the Hardware and Software Requirements section. At the end of the manual,
there is an appendix for detailed troubleshooting. In addition, a full context-
sensitive online documentation section is provided within the product itself.

Before installation, you should first read the Reade file. It contains the most
recent updates and other information.

Conventions Used

You can type commands in upper case, lower case, or in a mixture of both.
Throughout the manual, the following conventions are used to help the reader
use this resource effectively.
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Short names of keys and key sequences are in SMALL CAPS, for example
ENTER

Long names of keys, buttons, and standard abbreviations are in Iza/is.
E.g.: Settings, IP, and URL.

File names, volume names, and drive letters are in UPPERCASE.
User-typed commands and code are in Courier New, bold
Screen-displayed materials and code are in Courier New.
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Quick Installation
Guide

way to install WebConsole, follow the installation steps presented in this

chapter. In this case, you are familiar with both hardware and software
requirements and have already chosen a master or remote server. For best
results, however, you still need to review the latest information updates in the
Readpee file.

If you are an experienced user of WebConsole and all you need is a quick

CDROM Contents:
The WebConsole CDROM contains the following directories (Table 7).

Table 1: Stored components on CDROM and their corresponding directoties.

WebConsole Setup pt rgram SETUP EXE \WCNW

IntranetWare Support Pack IWSP51 .EXE \UPDATES\NI TWARE
IntranetWare Support Pack 6a IWSP6, .EXE \UPDATES\NI TWARE
Netscape Enterprise S :rver NESN¢ 51AEXE | \UPDATES\NI TWARE
Novell 3.1 web server NVWE 331.EXE \UPDATES\NI TWARE
NetWare 5 Support P ck 2a NW5SI 2A.EXE \UPDATES\NI] TWARE
TCP/IP Update Kit TCPNC IA.EXE \UPDATES\NI TWARE
TCP/IP Update Kit TCPNC . EXE \UPDATES\NI TWARE
Novell 3.1 web server rtch WS3101).EXE \UPDATES\NI TWARE
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Installation

Install the following components in the order shown prior to installing
WebConsole:

1) Master Server NetWare 4.11 or higher, Remote Server can
use 3.X or higher

2) Server Support Packs, see Table 4 located in Chapter 4

3) Web server Novonyx/Netscape or Novell 3.1 loaded and
running on Master Server

4) TCP/IP loaded on Master and Remote Servers

5) Admin or Admin equivalent rights to Master and Remote
Servers

6) Must use Novell Client32 as default client on workstation

NOTE: A Master Server is defined as a NetWare 4.11 or higher server with a running web
server. A Remote Server is defined as a NetWare 3.X or higher server with or without an
installed web server. WebConsole for NetWare nust be installed on a Master Server
before installing on a Remote Server.

Install the Support Packs and other updates to your NetWare server before
installing the Novell Web Server 3.1. These two updates have already been
extracted on the WebConsole CDROM and are ready for installation on your
server (located in the \UPDATES\NETWARE ditectory).

e Install 2 master or remote server

1. Log on to the NetWare server as a user with administrative rights.
Map a drive to the SYS: volume of the NetWare server so that the
WebConsole setup program can have access to setup files.

e Run the WebConsole setup program. The WebConsole SETUP program
is accessed by clicking NetWare from the AutoPlay program, or by running
the SETUP.EXE program in the /WCNW ditrectory on the WebConsole
CDROM.

e Follow the instructions on all the WebConsole setup screens to complete
the installation.
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Chapter

WebConsole Features

ebConsole integrates many administrative functions into a single
web-based network management solution. All of the capabilities

within WebConsole are provided by a discrete NLM. This NLM is
loaded and unloaded dynamically during a WebConsole session and it is
controlled by the Net2000 NMX engine that is a part of NetBasic.
WebConsole’s main screen presents the major features of WebConsole.
(Illustrated in Fig. 2.) Each icon in the main menu gives rise to a vatiety of
other submenus, buttons, and screens. The submenus also give rise to other
buttons, screens, or services. While clicking these icons leads to the execution
of different tasks, their menus and submenus are transparently interactive.
Collectively, using hyperlinks, these icons make WebConsole an expedient
central collection point for administering information and performing
management tasks.

For greater feature details, refer to Online Help. The main features
contributing to the functionality of WebConsole are explained as follows:

Boot Sequence

This feature controls the boot process. It lets the network administrator edit
key server configuration files such as AUTOEXEC.NCF, STARTUP.NCF,
AUTOEXEC.BAT, and CONFIG.SYS. Administrators can then reboot the
server directly for the changes to take effect.
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Connection Management

This feature provides the network administrator with a convenient list of all
current connections to a specified server. From this list, the network
administrator can select a particular connection and view its various statistics
including address information, a list of its open files, and log on and log off
times. If required, individual connections can be cleared with a click of the

mouse, releasing open files and thereby allowing backup procedures to run
unhindered.

Console

This is a new feature in WebConsole. You have the choice for a Java- or non-
Java-enabled view of the 17ew Console Screen by selecting the Yes or No choice of
the pull-down menu in the Setings section under the Sez Defaults page. It is
important to note that in order to view the console in Java mode you must
have a Java-enhanced browser that is capable of supporting JDK 1.1.5 or later.
The Netscape Communicator, Standard or Professional 4.04 or 4.05 edition (or
later), or the Microsoft Internet Explorer 4.01 (or later) provide such capability.

In the Java console (Fig 3), the applet defaults to the system console screen.

12
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The number of module screens contained in the pull-down menu varies
according to the number of loaded modules on the server at a given time.
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FIG. 3: The Console Monitor screen from within the Java Console utility.

To the right of the pull-down menu, there are four buttons to manipulate
the content of the screen panel. These buttons are Previous, Next, Start, and
Close. ' To move from one module to another, click the Previous or Next
buttons. The Szt button controls the updating of the screen panel. The
Start button toggles to S7gp when it is clicked on. To shut down the running
applet and return to the previous screen, click the Close button.

When you click on the screen panel itself, you can write and send messages or
keys to the server. There are a number of conventional shortcuts relevant to
console screen operations such as using the Esc key to exit a module or using
the Up arrow key to get the last command prompt.

Diagnostics and Reports

With these features, administrators can create detailed reports of any given
server system, view operating system information, check user information, file
systems, server parameters, security, and server inventory. The administrator
can easily check to see which NLMs are loaded, view mounted volumes, and
quickly view server configuration and INI files. By viewing past reports and

13
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making comparisons to the servers’ present status, troubleshooting becomes
g p > g

almost effortless.

Files

This feature offers the equivalent of a File Manger-type view onto your remote
server, providing access to both mounted volumes and to the local DOS
partition. In addition to browsing the directory tree to view file and directory
information, you can perform file management functions such as modifying
trustee rights, creating new directories, deleting files in the current directory, or
deleting the current directory. Once a file has been selected, you can view it
and add trustee rights and list all current connections that have the file open.
For example, the network administrator can check to see that critical files are
closed before triggering a backup procedure.

Gravitix

This is an extremely powerful feature that allows the network administrator to
maintain a rgference server containing the latest patch kits and updates.
WebConsole checks local NLMs, disk drivers, and LAN drivers against the
reference  server, and  highlights  those that are out of date.

(Gravitix Y [ ST N
= @ = °oF
Menu Update  Configuration  Main Menu  Help
Connected to PatchLink.com Software Distribution Server .
Connection Established. Scannmg local configuration, please wart....
@ HMeeds Update
Loaded Version Out OF Date
Legend ® & Upto Dete
@ Does not exist
[ P o
| Package Update Summary
| - I T e oo
| Package: NetBasic for WebConsole NLM Package
Update A -
> @ o SVISVETRMINETR & Q17 W 14
Listing 7
-
@ P SYSASYSTEMAMNMIY NLM
e
.

FIG. 4: Gravitix Update Summary
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With a click of the mouse, WebConsole downloads the latest updates from the
reference server and automatically applies them to local file servers and to their
DOS partitions.

For additional convenience, PatchLink.com maintains a reference site that is set
as the default site in the shipping software. This server will always contain the
most current patches, thus, keeping network administrators up to date without
continually having to search and download patches. A screen representing the
features of Gravitix and its menu is shown in ~ Fig 4.

HelpDesk

HelpDesk closes the gap between the system administrator and HelpDesk
personnel. A HelpDesk member is granted limited administrator rights. This
member can thus issue passwords, set time restrictions, create incident reports,
add and delete users, reset user accounts, and give printer access, all while
keeping everything contained in one cohesive unit. With proper authentication
and setup, a HelpDesk user can take advantage of the remote console
component to control a client workstation. An example of the HelpDesk
screen is shown in Fig. 5.

TT 1. T 1 - o - -~ < A [=] R ]
melpliest Jmghg o Yl - e D g B " &
—_— - Change — Deieie Resat Time - Mew Gpen
BI(—_: nu Add User Password Connections User Account Resirict Incident Incident Consale
4

Tger Time Restrickinns

AM
12 2 4 <] g8 1o 12 2 4 =} 8 10

Sunday
Monday
Tuesday
Wednesday
Thursday
Fridav
Saturday

Time Grid =

Saturday 2:00 PM

OK i ﬁeseti
— ey

|N0t6:
o

a L 1

FIG. 5: A screen in the Help Desk Menu shows time restrictions that can be set (shaded areas) by dragging
through specific time segments.
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With incident reporting, anybody can create a HelpDesk incident even those
who do not have access to WebConsole. Email alerting occurs whenever a new
incident is assigned to a HelpDesk support person or whenever an open
incident has been modified. The administrator and the HelpDesk manager
have the ability to monitor activities, generate statistics and create reports for
the HelpDesk. The HelpDesk records and reports can easily be imported and
exported utilizing standard CSV (comma separated) files.

The HelpDesk also allows the administrator to create a link from a web page,
such as your Corporate Intranet web site, to the User Incident Report. This easy to
use report allows users to add their own incident reports without having to rely
on HelpDesk personnel. The report is processed exactly like standard incident
reports made by HelpDesk personnel, so it is readily available for setting
priority, codes, and assignment. You can view a sample web page to get the
source code to employ this option in your HelpDesk system by opening the
file  UINCDNT.HTM from the browser. The default location is
<SERVER_IPADDRESS>/UINCDNTHTM (or WEBCON directory
under the web server root path). This file is created when you install
WebConsole.

LAN Card
This feature provides detailed listings of all LAN cards installed on the server
together with their configurations.

Module Management

This feature brings up a list of all NLMs available in SYS:SYSTEM, their
version numbers, and descriptions. The network administrator can then load
and unload NLMs from a drop-down list and can view loaded NLMs on a
given server.

NDS and Bindery Management

This feature provides partition management capabilities such as viewing
partition details and forcing synchronization, as well as the ability to change
context, and browse the NDS tree or Bindery Structure. Browsing the tree
begins at the Organization level, showing all the Organizational Units, Users,
Groups, Servers, Volumes, and other objects below it (Fig. 6). Some of the
functionality available to administrators is adding, deleting, or modifying
Bindery and NDS objects.
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If a container object is selected, a similar view of its contents is provided,
thus allowing the administrator to browse up and down the tree. A button
is also provided to create new objects.

If a leaf object is selected, an additional menu is presented offering the
ability to V7ew/Edit Properties ot to Rename, Move, ot Delete the object in
question. These options change depending on the object type.

NDS Menu—p| % <E ofe @& ¢ P

Trae Context Partitions Search  Main Menu  Help

lree . ] ] ; :
iy [R00l] 2] [ WiOE Uiphards Cancel |  Create Object |

Navigation

()bjttt Organizational Unit
—|
Listine Tl o e =g sies ©g Engnescig
User
A Adom o Mke A Dusin
[ ] [ ] [ ]
n Bob & Userl & praviy
[ ] [ ] Ehr)
Fax barder A Powerchute
& a &
& | Docunent: Dioee

FIG. 6: The Network Directory Service (NDS) menu features NI.M Management

As you may notice, the NDS browse capability is much more than just a
browser; it actually provides most of the functionality of Nwadmin.

Note: Whether the Bindery Structure or the NDS Tree is available for a server
is dependant on that servers’ version number. 4.x servers utilize the NDS tree,
while 3.x servers use the Bindery Structure. It is also required that a copy of the
NDS Tree must reside on the server in order to login and access it.
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Printer Management

The Printer section gives the administrator the ability to add, delete, modify,
and view printers, printer servers, and available print queues attached to the
server. Printer and Print Queue attributes such as identification, assighments,
users, operator, page layout, and various configuration settings, can easily be
modified.

Task Management

This is one of those features that most network administrators will wonder
how they ever did without it. WebConsole includes a server-based task
scheduler, known as Task Manager. Task Manager lets administrators create,
schedule, and modify management tasks to run NCF files. It also provides the
means to load and unload the scheduled NLM, and it adds and deletes tasks
from the queue. Flexible automation of management tasks is performed
through a simple, user friendly, web browser interface. Thus, administrators
can quickly edit, view, and delete tasks in the task queue of the file server.

A Task can be any server command including the name of an NCF file or
NetBasic script, and it can be scheduled to run as once only or every minute,
hour, day, week, or year. Start and end dates and run times can also be
specified. Once a task has been added to the queue, it can be modified at will.

18
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Volume Management

WebConsole lets administrators manage the volumes currently mounted on a
specified server. Administrators can select a particular volume and view its vital
statistics and loaded name spaces (Fg. 7).

T\-‘,I:)lu_mtfi o & -'-\. ‘ q.ﬂ.k

Menu Vi -
Wolumes  CDVolumes Main Menu  Help
Show Valume Information Cancal I
—
Removabie Volume Block Size 65536
Disk Space Directory Entries

TTO1 .
Volume
. Percent Used 55 % Fercent Used 4%
Il]f{ nmation Toral 174K Towl 325632
Used 1107540 Weed 210178
Avadable 220000 B Avadable VIET
Deleted Files Name Spaces
Us-Puggeahle Siee jDos B
1 MFS
Purgeable Size SHIT6 K |Lona tane L'
Count: 7937
Compreseed Files Ingtalled Features
@ P e —

FIG. 7: A WebConsole screen for monitoring the status of volume space and content.

Volumes can also be mounted and dismounted as needed. Not only do
administrators have access to the volumes, but they can also create new
directories, delete files, or grant and modify trustee rights to files and
directories.

In addition, administrators can select files, view the files' current users, and
clear the user connections, thereby releasing the file. This feature allows you to
mount and dismount volumes as needed. From a list of volumes currently
mounted on a specified server, the network administrator can select one
volume and view its total space, space used, free space, total directory space,
used directory space, and available directory space.

19
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Chapter

Hardware and Software
Requirements

requirements. This chapter lists both the hardware and software

required for installing an operational WebConsole. So take a few

moments to be aware of these requirements. Once you have fulfilled
these requirements and have read the next chapter, Before beginning installation of
WebConsole, you will be ready to begin your installation of WebConsole.

B efore installing WebConsole, you should be aware of its system

WebConsole is supplied on a single CDROM along with easy-to-follow
installation procedures. The product is straightforward to install and use.

Hardware Requirements

Essentially, memory (RAM) is the only hardware requirement. Table 2 gives the
minimum system requirements for NetWare servers running WebConsole.

Table 2: RAM requirements.

NetWare 5.0 64 MB 32 MB
IntranetWare 32 MB 32 MB
NetWare 4.10 N/A 24 MB
NetWare 3.12 N/A 16 MB
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Hardware requirements should not cause problems for existing sites since the
parameters range from 16MB RAM for a NetWare 3.12 server to 128 MB
RAM for an NetWare 5.0 server, the minimum specification employed by
most systems. If additional software is loaded on the file server, more memory
is required. WebConsole also utilizes 2MB of system memory to run on a
NetWare server. A master server requires 12MB of disk space for
WebConsole. A remote server requires 5.5MB of disk space.

Note

The previously mentioned requirements are based on
the assumption that your system fits the requirements
for the various clients or servers of NetWare. Refer to
the next chapter, Before you begin installation of WebConsole,
for details.

Software Requirements

WebConsole requires Windows 9x or Windows NT on a workstation for
installation. Windows 3.1 is not supported. Before installing WebConsole,
install and configure certain software components: These components are
shown in Table 3.

Table 3: Software Requirements.

Novell reseller

Novell NetWare OS (any (Or for a two-user Demo version, call Included
configuration) PatchLink.com. This is NOT Freeware or
for permanent use, you will need to
purchase NetWare)
Novell Support Pack Novell web site Included
(support.novell.com)
TCP/IP Protocol Stack (if Load Novel’s INETCFG program, Novell online

21
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needed)

Web Setver

configure, and reboot. documentation

See Netscape
WebConsole

CDROM:\UPDATES\NETWARE

Enterprise or Novell

3.1 web server

Web Server WebConsole requires a web server (either Netscape Enterprise
Server or Novell 3.1 web server) to direct requests to the remote NetWare 4.10
and 3.x servers. Access the installation files of the web server of your choice by
one of the following means:

1. Netscape Enterprise Server

Mount the WebConsole CDROM on the NetWare servet.
Login to the NetWare server as a user with administrative rights.

Map a drive to the SYS: volume of the NetWare server so that the
Netscape setup program can have access to setup files.

Run the installation program NES451A.EXE found on the
WebConsole CDROM in the \UPDATES\NETWARE
directory.

2. Novell 3.x web server

Mount the WebConsole CDROM on the NetWare server
OR, copy the contents of the \WEBSERV directory and its
subdirectories into the temporary directory SYSSWEBSERV on

your NetWare server. Delete this temporary directory after having
installed the Web Server.

To load the Novell INSTALLNLM, at the system console
prompt type > LOAD INSTALL.

Select Product Options from the main menu, and then choose Instal/
a product not listed from the submenu.

Press the <F3> key to specify the path to the Web Server 3.x
installation directory. If you copy the files to SYS:WEBSERV, the
path is SYS:WEBSERV. If you mount the WebConsole CDROM
as a volume on your server, the path is WEBCON:WEBSERV.
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* Follow the installation and configuration instructions that are
displayed on the screen.

®  Access your NetWare 3.x Web Server by loading a web browser
and typing the URL of your server. For example, if your NetWare
server’s IP address is 110.90.50.7, type 110.90.50.7. Your

browser will display your NetWare 3.x Web Server index page.

WebConsole comes with the necessaty updates for NetWare, TCP/IP, and
web server, so you can easily update or start using a web server on your
NetWare Server.

It is important to note that in order to view the console in Java mode, you must
have a Java-enhanced browser that is capable of supporting JDK 1.1.5 or later.
The Netscape Commmunicator, Standard or Professional 4.04 or 4.06 edition (or
later) and the Microsoft Internet Explorer 4.01 (or later) provide such capability.

Additionally, you need at least one server running NetWare 5 or IntranetWare
to act as a master server. This server should run the latest TCP/IP protocol
stack and the latest NetWare Support Pack, both of which are available from
Novell web site. You also need a web server like Netscape Enterprise Server or
the Novell Web Server version 3.1.

Once the Support Pack and web server are installed, you are ready to install
WebConsole. You can install WebConsole on any personal computer running
Windows 9x or on an NT Workstation. The installation wizard is typical of
most of today’s Windows packages, and it gives you the option of installing
either a master server or a remote server.

Choosing a Master or Remote Server

The option of installing either a master server or a remote server is an
advanced feature of WebConsole. A single master server provides remote
access to any number of remote servers. Two or more independent master
servers can also provide access to same remote servers (Fig &). Only master
servers are required to be running both NetWare and a web server.
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Fig. 8 More than one master setver (shown with mini-towers) may provide access to the same remote
server(s) (shown without mini-towers).

The remote server must be registered with a master server via WebConsole. It
can run any version of NetWare from 3.12 to NetWare 5.0. It also has a few
key NLMs that provide communication between WebConsole-enabled servers.

The network administrator makes the initial connection to the Web Server on
any master server. Once the connection has been made, the administrator can
pull down a menu listing of all of the available master and remote servers that
are registered with that particular master server.

After selecting the appropriate server, an on-screen prompt will appear
requesting the user name, password, and NDS or Bindery context. These
security prompts ensure that only approved network users are able to verify
and authenticate their identity with either NDS or Bindery. The log on process
is identical to that used when logging on to a server locally. RSA encryption
and SSL technology ensure that passwords remain confidential. Check to see
that you have propetly configured your servers for RSA encryption and SSL
technology. As a final element of security, if the WebConsole-loaded computer
is left on with no activity for a predetermined amount of time, the connection
will be terminated.
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Chapter

Before You Install

part from the hardware and software requirements discussed in the
A previous chapter, a minimal WebConsole installation will require one

NetWare server running the a web server. WebConsole requires the
NetWare server to host the web server, and to direct requests to the remote
NetWare 5.0, 4.11, 4.10 and 3.x setvers that are located elsewhere on the
Intranet.

Note

If you do not currently have a NetWare server installed
on your network, you must install one before you can
install and configure WebConsole. For additional
instructions on setting up a NetWare server, refer to the
section entitled “Installing NetWare” later in this chapter

The following list outlines the required software components that must be
installed and configured to have a fully functional WebConsole. (If you have
already installed WebConsole on a master server, please refer to the section
entitled Installing Remote Server, later in this chapter.)

1. Install NetWare on a server
2. Install the Support Pack (if needed) on the NetWare server
3. Configure the TCP/IP protocol stack on the NetWare setver
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4. Install the web server (either Novell 3.1 web server or Netscape
Enterprise Server) on the NetWare server

5. Install WebConsole on your NetWare server.

Installing NetWare

Set up the adequate hardware for installing a copy of Novell NetWare network
operating system. Purchase a copy of Novell NetWare operating system from
your local reseller. Any user configuration will suffice, even a minimal two-user
license. Refer to the installation instructions that accompany NetWare to install
and configure the operating system for use. Once you have completed this
step, move on to installing the support pack, detailed in the following section.

NetWare Support Pack

Before you install the web server, you need to make sure you have the Novell
NetWare Support Pack installed. This is extremely important if you are running
IntranetWare (NetWare 4.11). If you are running this version then you need to
make sure Support Pack II (or later) is installed on your IntranetWare server.
The web server requires components from the support pack, and will not
operate correctly without them. Support packs are available from Novell’s web
site, support.novell.com, on the World Wide Web. Download the support pack,
and follow the provided instructions for installing it on your NetWare server

SERVER SUPPORT PACK MINIMUM
REQUIREMENTS FOR WEBCONSOLE FOR
NETWARE INSTALLATION

Table4: Service Pack Requirements.

NetWare OS Version Support Pack Requirement
3.12,3.2, 4.1 Latest update for CLIB and
TCPIP
4.11,4.2 Support Pack 6a
5.0,5.1 No Support Pack Required
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Configure TCP/IP

If your NetWare server is not cutrently configured to use the TCP/IP protocol
stack, you need to do this now. Load the INETCFG program supplied by
Novell and configure the protocol stack for use on your server. For
information on installing and configuring TCP/IP on a NetWare server, refer
to Novell online documentation. When you have completed this step, be sure
to reboot your server so that the changes made can take effect.

Novell 3.1 or Netscape Web Server

For your convenience, a copy of the Novell 3.1 web server and Netscape
Enterprise Server have been included on the WebConsole CDROM. It has
been extracted into the directory \UPDATES\NETWARE off the root on
the CDROM. To install the web server, you need to do one of the following:

1. Netscape Enterprise Server

= Mount the WebConsole CDROM on the NetWare server.
* Login to the NetWare server as a user with administrative rights.

®  Map a drive to the SYS: volume of the NetWare server so that the
Netscape setup program can have access to setup files.

* Run the installation program NES451A.EXE found on the
WebConsole CDROM in the \UPDATES\NETWARE
directory.

2. Novell 3.x web server

= Mount the WebConsole CDROM on the NetWare server

* OR copy the contents of the \WEBSERV directory and its
subdirectories into the temporary directory SYS:WEBSERV on
your NetWare server. Delete this temporary directory after having
installed the Web Server.

* To load the Novell INSTALLNLM, at the system console
prompt type > LOAD INSTALL.

®  Select Product Options from the main menu, and then choose Instal/
a product not listed from the submenu.
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®  Press the <F3> key to specify the path to the Web Server 3.x
installation directory. If you copy the files to SYS:WEBSERV, the
path is SYS:WEBSERV. If you mount the WebConsole CDROM
as a volume on your server, the path is WEBCON:WEBSERV.

* Follow the installation and configuration instructions that are
displayed on the screen.

®  Access your NetWare 3.x Web Server by loading a web browser
and typing the URL of your server. For example, if your NetWare
server’s IP address is 110.90.50.7, type 110.90.50.7. Your

browser will display your NetWare 3.x Web Server index page.

If the web server index page is displayed, your web server is properly
configured, and you are ready to install WebConsole.
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Installing WebConsole

nly after reading the previous two chapters, Hardware and Software
Reguirements and  Before You Install, will you be ready for the

WebConsole installation. This chapter will guide you through steps
to follow for the installation of WebConsole on your network. After installing
WebConsole, you will be ready to configure it.

There are two types of installations available for WebConsole: master and
remote. A master installation is performed on a NetWare server that is
configured to run the Novell 3.1 web server. A remote installation is performed
on all other servers (those that are not configured to run the Novell 3.1 web
server). Provided you have purchased the appropriate number of licenses, you
can install one or more master servers and one or more remote servers. The
following two sections discuss the installation procedures for each type of
WebConsole installation.

CDROM Contents

The WebConsole CDROM includes the following components:
e WebConsole Setup Program in the \WCNW directory

e A web server in the \UPDATES\NETWARE directory

The AutoPlay program executes when the CDROM is placed into a Windows
9x CDROM drive with the auto detection feature enabled. If the AutoPlay
mode is not enabled on your system, run the Setup from within Windows
Explorer. From the AutoPlay program, you can launch the Windows Explorer
program to view the contents of the CDROM or launch the WebConsole
Setup program.
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Installing Master Servers

A master server is a NetWare server configured to run the Netscape Enterprise
Server or Novell 3.x Web Server. A remote server is not configured to run the
web server. You can install WebConsole on all master and remote servers for
which you have purchased licenses.

A WebConsole master server consists of the following components:

Novell NetWare Operating System
A web server

WebConsole softwatre
WebConsole online documentation

To install a WebConsole master server, you must first map a drive to the SYS:
volume of the NetWare server so the setup program can access it to copy the
required files.

Note

You must be logged into the NetWare server as a user
with administrative rights in order for the setup program
to propetly install and configure WebConsole.

Run the WebConsole Setup program either by loading the CDROM on your
Windows 9x or Windows NT workstation and clicking the WebConsole for
NetWare button on the AutoPlay program or by running WC31B.EXE from
the /WCNW directory on the CDROM. Follow the on-screen instructions and
be sure to click the MASTER button on the Installation Type setup screen.
Additional information on running the setup program is provided in the next
chapter entitled Running WebConsole SETUP.

Installing Remote Servers

As mentioned previously, a remote server is not configured to run a web
server.
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A WebConsole remote server consists of the following components:

o NetWare 3.12,4.10, 4.11, 5.0 or NetWare Operating System
e PatchLink.com/Novell RCGI2NMX Interface NLM
o WebConsole software

To install a WebConsole remote server, you must first map a drive to the SYS:
volume of NetWare server that you wish to install on, so the setup program
can access it to copy the required files.

In conclusion, to install a master or remote server:

* Logon to the NetWare server as a user with administrative rights.

* Map a drive to the SYS:volume of NetWare server so that the
WebConsole setup program can access to setup files.

Uninstalling WebConsole

At some point, you may want to remove WebConsole. To remove
WebConsole from your system properly, use the utility wcrem from the
system console. Uninstallation begins by entering the following statement at
the console prompt:

>load wcrem

In response, the WebConsole Uninstall screen appears with a window listing
three choices, Uninstall, Readme file, or Exit. 1f you elect to remove the
WebConsole program, select Unznstall. The uninstall utility begins reading files
in WCREM.INI and proceeds to delete these files. During the removal of the
files, the uninstall utility creates a log file in the system root called
WCREM.LOG, which contains the names of the cleared files with, if any,
associated error message(s).

Note: Your WebConsole configuration will also be removed. You may want to
copy pertinent WebConsole configuration information before running this
utllity. This information becomes handy for optimal reinstallation of
WebConsole.
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Chapter

Running SETUP

from the AutoPlay program, or by running the WC31B.EXE program

in the /WCNW directory on the WebConsole CDROM. To install
WebConsole, you must be running Windows 9x or Windows NT workstation.
Installation from a Windows 3.1 workstation is not supported.

T he WebConsole SETUP program is accessed by clicking INSTALL

Note: Client32 is necessary for the installation. Drives do not map propetly
without it.

Setup Screens

As the setup program runs, it displays the following screens in the order listed:

Welcome

When the setup program starts, it displays a Wekome screen, and uses the
familiar wizard interface for the remainder of the installation. The BACK and
NEXT buttons allow you to navigate through the setup process.

License

The second screen displays the license agreement in a scrollable text
window. Please review the entire license and, if you accept the terms, click
the YES button to proceed.

User Information

The User Information screen asks you for your name, company name, and

the WebConsole serial number. You must enter a valid serial number in

order to continue. The serial number is listed on the product box and on
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the CDROM jewel case.

Setup Options

The Setup Options screen allows you to choose the type of installation you wish
to perform. The available options are Master and Remote. Select the appropriate
server type of installation by clicking the corresponding button.

Destination Drive

'The Destination Drive screen presents a list of valid drive mappings for the type
of installation you want to perform. When performing a master server
installation, only drives mapped to the SYS: volume of a server with a web
server installed will be displayed in the list. When performing a remote server
installation, any drive mapped to a server’s SYS: volume will be displayed.
However, remember that you must be logged on to the server as a user with
administrative rights; otherwise, the setup program will discard the drive

mapping.

Select Program Folder

‘The Select Program Folder screen allows you to choose the desktop folder where
WebConsole-related shortcuts will be placed. For each master server installed,
the setup program will insert a shortcut into the folder that will launch your
web browser and access the required URL to invoke WebConsole on that
server. A shortcut to the README file is also placed into the program folder.

Start Copying Files

The Start Copying Files screen provides a summary of the selections you made
during execution of the wizard. Verify that all your choices are correct and click
the NEXT button to begin the installation process. When the file copying
process is complete, you are presented with the final dialog box that allows you
to launch NOTEPAD to view the README file and finish the installation

process.
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Chapter

Logging on to
WebConsole

nce you have successfully installed WebConsole on your master

server, you are ready to begin utilizing WebConsole’s functions to

manage your server. The first time you access WebConsole, you are
presented with a log on screen (Fig. 9) where you must supply a valid user
name and a password to access your server. If you do not have any remote
servers installed, the main WebConsole log on screen is always presented as the
initial access point to WebConsole. Once you install remote servers and
configure the master server to access them, the initial screen becomes a server
selection screen, where you pick the server you want to access. The log on
screen is then displayed, allowing you to supply a valid user name, a password,
and desired context for the server that has been selected.

FPatchl ink com
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|L0gin Type |Directury Senices
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FIG. 9: WebConsole Log on Screen.
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StartWebConsole

To access WebConsole, either double-click the appropriate shortcut in the
PatchlLink.com WebConsole folder from the Start Menu on your desktop, or
start your web browser and enter the appropriate URL. The following example
illustrates accessing WebConsole, hosted on the server www.acme.com:

http://www.acme.com/netbasic/webcon/

A Uniform Resource Locator such as this one or similar ones you type in your
web browset’s Location field consists of three parts:

Scheme 1s the first part that is either HTTP or HTTPS, depending on whether

you are using an insecure or a secure web server. Unless you have
configured your web server for secure access and installed the required
certificates, you must use the HTTP scheme when accessing
WebConsole.

Dosmain or IP address is the second part of the URL; in this case the domain is

Path

www.acme.com. Alternatively, you can specify the IP address
directly, if it is known. For example, if www . acme . com were hosted
on a server whose IP address was 101.90.50. 7, the URL to access
WebConsole can be entered as follows:
http://101.90.50.7/netbasic/webcon/

The use of domain names depends entirely on how your particular
environment is configured. For more information, refer to your web
browser documentation.

is the final part of the URL that locates the WebConsole application.
The installation procedure sets up the NetBasic directory and the
WebConsole NLMs. WebConsole is a NetBasic program, and
therefore is accessed through the NetBasic CGI extension CGI2NMX.
NetBasic is registered in the web server as a CGI application that is
accessed through CGI2NMX.. Thus, when any URL beginning with
this prefix is specified, it is fetched, and the web server passes the
request to the CGIZNMX extension program. CGI2ZNMX then uses
the remaining part of the path to identify which program should be
invoked to process the request. In this case, the program WEBCON is
invoked, which is the main entry point into the WebConsole
application.
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Select a Server
Once remote servers have been added, the user is presented with the Server
Selection Screen (Fig. 10) prior to the Login Sereen (Fig. 9),

PatchlLink com

YvebConsole

@ Fapyright 2000 P atehl ink cam Camaration

FIG. 10: Setver Selection Screen.

Click a server from the Select a Server selection list and click Awepr. This will
present you with the Login Screen

Logging on to a 4.x (or higher) Server
On the WebConsole log on screen

* Type your user name in the Username text field,
*  Type your Password in the Password text field,

* Type a context in the Context text field, only if you are logging on
as a user outside the server default context (blank text field), and

= Click Logn.

To clear the Usermame, Password, and Context text fields, click Clear Form. To
return to the previous page and select a different server from the Sekct a Server
list, click Server List.
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Logging on to a 3x Server

Type your username in the Usermame text field. Type your password in the
Password text field. Click Login.

To clear the Username and Password fields, click Clear Form. To return to the

previous page and select a different server from the Select a Server list, click Server
List.

Log on Security Levels

You must log on as an “Administrator” or as a user with an equivalent security
level to access all WebConsole components. If you log on with minimum
access, only Help, NDS, Files, Printers and HelpDesk menus are available.
If you log on with no access, no WebConsole components are available.

Although the HelpDesk section is visible, you must be a HelpDesk user to
access the HelpDesk functions.

An Administrator or an equivalent security level user can grant minimum
access rights to a user with no access by permitting that user read rights in the
SYSANETBASIC\CONTROL directory.

It is suggested that a group be created that has these rights, and users who need
access can be easily added as members of that group.
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Configuring NetWare
Servers

should be performed to provide WebConsole full functionality. Before

you access a remote server on which you have installed WebConsole,
you must load RCGI2NMX and NetBasic. RCGI2ZNMX which can be loaded
by adding it into the AUTOEXEC.NCEF file or manually typing the following
from the command prompt on your server’s console screen:

Conﬁguring NetWare servers is integral to WebConsole operations. It

>Load rcgi2nmx

If these are not part of your AUTOEXEC.NCEF file, WebConsole will lose its
connection to the server when using the reboot function. By having
RCGI2ZNMX and NetBasic load from the AUTOEXEC.NCEF file, you must
ensure that the connection between WebConsole and the server is re-
established.

Configuring remote servers

If you have installed WebConsole on one or more remote servers, you
need to perform additional configurations before you can begin to access
them. For each remote server that you want to access, you need to perform
the following steps:
* Add LOAD RCGI2NMX to the AUTOEXEC.NCF on the
remote server
* Configure the master server to identify the remote server
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Each of these steps is detailed in the following sections

Loading RCGI2NMX

The RCGI2NMX program was installed into the SYS:SYSTEM directory on
each remote server where you have installed WebConsole. To ensure that
WebConsole is always available on the remote server, it is recommended that
you add the following statements to your remote server’s AUTOEXEC.NCF
file:

load netbasic
load rcgi2nmx

These lines should be added at the end of the AUTOEXECNCEF for the
remote server. Once you have made these changes, you should reboot the
remote server to commit the changes and ensure that the RCGI2NMX NLM
will successfully load each time the server is rebooted. This is especially useful
when the Reboot Server option is selected from within WebConsole. Since the
reboot procedure must be completed, you will need the RCGI2NMX
application. Otherwise, you will be unable to continue accessing that remote
server. If the AUTOEXEC.BAT file does not restart the server, the Reboot
function will restart the server, but will leave it in DOS mode.

Configuring the Master Server

The second step required to configure access to a remote server is the addition
of an entry to the web server’s SRM.CFG configuration file that identifies the
remote alias to the web server. Although you could add this entry using an
ASCII editor, it is strongly suggested that you use the configuration support of
the remote server in WebConsole.

To configure access to a remote server, you need the IP address that is being
used on the remote server. In addition, to simplify administration, you should
decide on a naming convention to use for remote servers. For best results, use
the file server name as the remote server name, since this is the easiest way to
determine which server is being accessed. However, you are not restricted to
this format, and you may choose whatever naming convention that best suites
the needs of your organization.
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The configuration procedure of the master server is as follows:

Start WebConsole by double-clicking the shortcut in the PatchLink.com
WebConsole program group or by typing the appropriate URL in your
web browser.

Log on to the master server (see previous chapter, Logging on to WebConsole),
select Settings from the main menu, and Remote Servers from the Settings sub-
menu. A list box is presented with all currently defined remote servers.
Click the ADD button to add a new entry to the remote server list. In
response, a dialog box requesting the host name, IP address and port
number is presented.

* In the Host name field, type the name that you would like to use
when accessing the remote server.

®  In the Address field, type the IP address of the remote server.

= Accept the port field at the default value of 8003, unless you have
overridden the port at the remote server, when RCGI2NMX was
loaded.

*  (lick the ADD button.

Provided you have supplied all the information, the selection list on the
Remote Servers page is redisplayed. The new entry you have added will now
appear in the list.

Before you will be able to access the remote server, you must reboot the
web server, in order for it to reinitialize its list of remote servers. You can
do this by

= NETSCAPE: issue the command NSWEBDN command,
followed by the NSWEB command at the master server
console.

* NOVELL: cither running the WEBMGR.EXE program
supplied by Novell, or simply issuing an UNLOAD HTTP
command, followed by a LOAD HTTP command at the master
server console. Note: If any switches are used in loading
HTTP, they should be supplied as well.

Log on to WebConsole again and note that prior to displaying a log on
screen, the host name of the newly added remote server should appear in a
list box of servers—-the Selct a Server selection box. Select the server you
wish to access and click the OK button. You will subsequently move to the
log on screen for the selected server.
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Chapter

WebConsole in the
Corporate Environment

etwork administrators in charge of extensive computer networks

spanning vast geographical territories can use WebConsole to

eliminate the need for costly and time consuming site visits to remote
server locations. Using hyperlinks, WebConsole becomes the central collection
point to manage information and to perform management tasks. For example,
administrators can quickly change user rights, passwords or attributes in NDS,
from any location. Administrators can perform typical network management
and administration functions from any location using a laptop and a web
browser.

Let's say you are the network manager of a large corporate network. There are
several branch offices situated around the country each with at least one, and
often several NetWare servers.

You are the only experienced network administrator in the organization faced
with the task of regularly commuting between branch offices to fix relatively
minor problems.

The organization has locations around the globe. Because you have to travel
regularly and cannot be in multiple places at one time, problems tend to get out
of hand. You find yourself unable to gain immediate access to servers from
remote locations. In turn, you have to communicate with non-technical users
at each site to ascertain the problem. In addition, you must talk them through
complicated procedures to try to solve the problem. Often, the simplest
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solution is yet another trip to the problem site with all the costs that entails,
including your valuable time and traveling costs.

A Live WebConsole Scenario:

The Solution to Your Network Management Problems

You install WebConsole and the Netscape Enterprise Server on your local
server that becomes the master. You then install WebConsole on all your
remaining servers designating these servers as remote. You can now gain access
to all the corporate servers over the Internet.

You can dial into a local Internet from anywhere in the world, and with any
standard web browser, you select a server to access from a pull-down menu. So
access to your network is virtually unlimited, whether you are on a plane, at
home, in the office, or on the other side of the world.

NetWare’s powerful security and authentication mechanism takes over at this
point to request your usual NDS login ID and password. After being
authenticated, NetWare allows access to the web server where you are then
presented with a comprehensive list of options.

First, you elect to view the system console to check any error messages that
may have appeared. Noticing that one particular NLM has generated an error,
you select that NLM and view the console screen. The error is one that appears
infrequently and causes no real damage to the system. The cure is simply to
reload the offending NLM. So, using WebConsole via your browser, you select
the NLM, unload it, and reload it; the problem is fixed within two minutes of
logging on to the Internet.

Then, you can log on to another server located on the other side of the world
and still only pay for a local call into the nearest Internet. For instance, the new
server shows problem signs with one of the disks. You use WebConsole to
check for any open files on the volume, send a message asking those users to
log off, and then monitor the volumes to see when the open files are closed.

Next, clear the connections to the server so that no more users access the
faulty drive, dismount the volume, and run the Novell VREPAIR utility to fix
the problem.

Once the drive has been remounted, you use WebConsole to browse the
volume. You notice that there are a large number of .BAK files in several
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directories. To create space, you schedule a task to run at 3:00 a.m., which will
search for and remove all . BAK files on the system that are more than one
week old.

Another site has reported a problem with a user account. You flip into the
NDS browser utility and scan the appropriate container the object records via
your web browser. Noticing that the user does not have access to certain
essential data files, you use WebConsole to amend the trustee rights, change
the Group membership list, and save everything back to the NDS database.

Finally, someone reports a problem on a server that has been tracked down to
an out-of-date NLM. You switch WebConsole to the offending server, run
Gravitix, which checks all key NLMs against the "reference server" at the
PatchLink.com web site. Once Gravitix has identified which NLMs need
updating, You can simply run the automatic update routine, which will
download the new files and update the old/faulty files. Once the files have
been updated, you amend the STARTUP.NCEF file for that server to include
different command line switches for the new dtivers, save it on disk, then
reboot the server to make the change.

Because WebConsole never loses contact to remote servers even following a
reboot, provided that it is configured propetly, you are able to check and make
sure everything is running as expected following the update.
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WebConsole at a
Glance

information among networks have been met with incomprehensive

solutions such as RCONSOLE. Rendering RCONSOLE obsolete,
WebConsole with its powerful features is beyond what is expected from just
the RCONSOLE functionality. Distinctly, WebConsole is featured with
NWAdmin, File Manager, MONITOR.NLM, EDIT.NLM, and a HelpDesk.
In addition, WebConsole possesses a task scheduler and a powerful
configuration management tool. Above all, WebConsole is ready to be used
with any standard web browser.

( ; rowing demands for effective management and administration of

It is a fact that the Internet is becoming a necessity in our daily lives. It is
indispensable both for today’s business and communications. For the ever-
growing information age, it is only natural that the Internet should be used as a
convenient remote access medium for our daily tasks. WebConsole
underscores the convenience of remote access.

In addition to being the ideal tool for network administrators, WebConsole
provides the ideal means for VARs and System Integrators. WebConsole
provides added value services to their customers, managing all their clients'
networks from a single point in the most cost-effective manner possible.

Web-based management provides an extremely flexible and cost effective
means of administering your network. With multi-site global installations, the
advantages and cost savings are obvious. However, even with single-site
operations, where multiple devices and servers are involved, it still offers
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tremendous benefits and allows you to perform management tasks from a
single personal computer using one software package. Despite Novell
reluctance to provide such tools, ISV’s have moved to fill the gap.
WebConsole provides a comprehensive suite of remote management utilities
for the NetWare environment.

Summary of WebConsole features

Boot Sequence

»  Edit boot sequence files such as AUTOEXEC.NCF, STARTUP.NCF
= Reboot servers

Connections
= List current connections
= View connection statistics
»  View connection open files
= (Clear unwanted connections

Console Access
»  Java based R-Console
»  View any NLM console screen
»  View the console error log
= Send messages to current users of the server
»  Send keystrokes or commands to any NLLM console screen
= Access server diagnostics

Diagnostics
»  View Operating System version information
»  View configuration files
»  View INI information

Reports
»  View file system information
»  View user information
»  Check server settable parameters
»  View server inventory

45



WEBCONSOLE AT A GLANCE

Files
= Select any NetWare volume or DOS drive
»  View and navigate its directory file structure
»  Display file attributes
»  Create and delete files and directories
»  Edit text files
»  Manage trustee assighments and rights
«  View and/or clear connections using a file

Gravitix
»  Automatic queries to detect which patches are outdated
»  Download and apply the latest NLM patches, drivers, and applications
over the Internet.
»  Automatic backout of a package update

Help Desk
»  Administrate passwords
= Add/delete users
= (Clear connections
+  Create/view/modify incident reports
» Incident Email alerting
= Set user account time trestrictions
= Remote Console
= Reset user accounts
» Reporting
»  Monitoring
« Import/export records

LAN Card
»  View LAN card configuration, interrupts, and DMA information

Module
»  Load and/or unload NLMs
»  View loaded NI.M information

NDS
»  Create, delete, rename and move Users, Organizational Units and
NDS or Bindery objects
»  View and edit user information (properties)
»  Change user passwords
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»  Disable user accounts

»  Synchronize directory partitions

»  Browse NDS tree

»  Manage Printers, Print Queue, & Print Servers

Printers
»  Print server management
»  Modify the print queue
*  Schedule print jobs
»  Assign users and operators

Tasks
= Automated Task Scheduler
»  Schedule loading or unloading of applications
»  Schedule execution of NCFs or NetBasic Programs
«  Edit, view and delete tasks in the file server's job queue

Volumes
»  View currently mounted volumes on a specified server
»  View the volume statistics
*  Mount and dismount volumes

Miscellaneous
» Add snap-ins written in NetBasic or other languages
»  Utilize SSL and RSA Encryption for the latest in security
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TROUBLESHOOTING

AND TECHNICAL SUPPORT WA

Troubleshooting and
Technical Support

Before contacting PatchlLink.com Technical Support Staff, try to solve the
problem by reading this chapter. Some of the common problems that may be
encountered during installation, logging on to, running, or configuring
WebConsole and associated servers are discussed and summarized in Table 4
(next page). You may find a solution to the problem at hand. If you could not
find a solution, contact PatchLink.com Technical Support Staff. How to
contact Patchlink.com Technical Support Staff for solution or additional
information is as follows.

Have the license serial number of your purchased WebConsole ready. Provide
your company name. You may describe the problem or ask a question via:

o E-mail: support@patchlink.com.
e TPhone: (480) 970-1025 x145

o Tax: (480) 970-6323
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Table 4: Cases for troubleshooting.

e Message:
Sub [BTV:0OPEN] L ne [5]
Col [0] Abs [384

Function is unkn wn or
has invalid stat 'ment
BTX :CALL

Error running sc 'ipt
WEBCON (WEBCON : FR. MEWORK
S?S=1[]) IE 4.0

There are two ways to fix this:

The first is the easiest, re oot the
server and everything shc ald work
fine.

The second is to make st ‘e that the
NET2000 NMX Library nanager is
not loaded. If the NET2( 00 NMX
Library manager is still Ic ided, there
are NMX libraries still in 1se. There
are the two NCEF files thz - can be
executed from the server :onsole.
The first is WCSTOP.NC F; this is
installed into the system « irectory
when WebConsole is insi uled. The
second file is NB6Stop.N CF; this
file is available on the
PatchlLink.com FTP site. These two
files will unload all librari s that ate
not currently in use but k' wve not
timed out yet. If the NE” 2000
NMX Library manager is still
loaded, there are NetBasi :
scripts/NLMs still runnit 7 on the
server. Stop all scripts an . try again.
Once the screen disappe: s unload
and reload NetBasic.

e Question:

How do I start WebConsolet

Shortcuts to the Readme ile and
the WebConsole startup re created
in the startup menu on tl 2
computer when you instz | the
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product. The default loca ion for
the Readme file is under he HTS
directory.

You can access WebCon ole by
typing the following URI into your
browser where IPADDR 1SS is the
IP address of the master erver.
Make sure your web serv ris
running.

http://TPADDRESS/ne asic/web
con/

Note that it is importan! to type a
trailing slash.

e Problem:

Running the Java applet.

The zipped Java applet ci de is
located in the
SYS:Web/Docs/webcon directory.
You should see two files:

o Contar and 1o aeacs T
Javasotatata L.uxu,L\,o[ ar.

To use the Java capabiliti s in
WebConsole, the JDK 1. .5 or later
is required. This is availal le in
Netscape Communicator 4.04 or
4.05 and Internet Explor r 4.01.

e Question:

What do 1 need to do to begir setting up
WebConsole?

Under Settings you can a d and
modify remote servers if hey exist.
Make sure you set the tin e zone in
the default settings. Time Zone is
the time difference betwe¢ :n your
local servet's time and G IT
(Greenwich Mean Time).

For initial HelpDesk setu », you



http://ipaddress/netbasic/webcon/
http://ipaddress/netbasic/webcon/

must add a password (mi imum 5
character). For the Desk \dmin,
add at least one user to tl ¢
HelpDesk User Group, a 1d add at
least one user to the Helj Desk
Support Group.

e Question:

How secure is WebConsole?

NetWare provides passw rd
security features to lock ¢ at
unauthorized users of the file server
console. From the WebC »nsole log
on screen, the user can e1 ter the
username, password, and NDS
context. These security p ompts
ensure that only approve network
users are able to verify ar 1
authenticate their identity with
either the NDS or the Bi dery. The
log on process is identica to that
used when logging on to 1 server
locally. RSA encryption a 1d SSL
technology can be added o ensure
that passwords remain cc 1fidential.
As a final element of sect rity, if a
WebConsole session is le t on with
no activity for a predeter: 1ined
amount of time, the cont =ction is
terminated automatically.

e Question:

I tried installing WebConsole but it failed,
s0 I tried again and it failed. What do 1
do now?

Do the following:

1. Delete all the files an
directories in the tem > directory.
On Windows 95 the irectory is
usually C:\WINDOYN S\TEMP,
and on Windows NT it is
usually CATEMP. T > not
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delete the temp direc ory, just
remove all files and d rectories
under it.

2. Run regclean.

On Windows NT ma :e sure
you are using the Nei ¥are
client and not the Mi rosoft
client for NetWare.

e Question:

I get multiple error messages 1 hen
browsing the NDS tree. The appear
randomly in the list of objects n the tree
but all of the objects appear t be correctly
displayed. I am running Ner Vare 5 and
the Novonyx web server. Ho s do 1 get rid
of these messages?

The error messages do n« t interfere
with browsing the NDS 1 ee, they
only alter the layout of tk : display.
The error messages are
WebConsole Error Mess ge boxes
listing an error number o -6 and
details stating "An intern | etror has
occurred please contact t e software
vendor. WCERR -022". The
CGI2NMX.NLM in the
NetBasic/Lcgi directory eeds to be
updated. Replace with th current
version of this file.

After updating the file, d wn and
then restart the webserve .

e Question:

When trying to look at the G tene job list,
I'm getting a "-10054 Unk 10wn"
ervor. How can 1 view my Q1 e job list?

In order to view the Que
you must 1) be running
WebConsole from the se
the Queue directory resic
have installed bindery err
the server.

ie Joblist

ver where
>s and 2)
ilation on

To install bindery emulat >n type
"bindery add context=<c »ntext>"
at the system console wh re




<context> is the NDS cc ntext.

e Question:

I have been unable to install - ur product.
I receive an error message tha. states
“Errot, no valid drives . hund”,
then shows me a blank box 3 ‘th no way
to tell it where my Novell We » Server is

mapped.

From the client compute make sure
you are mapped to the S S volume
of the server with admin >r admin-
equivalent rights. Also yc 1 must be
using the Novell Client f r NetWare
not the Microsoft Client or

NetWare.

e Question:

I have a proxy server with an internal IP
address. When I use WebCo: sole from the
outside, I see the first screen u . However,

when 1 click login 1 am unab. * to access
WebConsole.

To fix this you must mak : sure you
disable caching for the
<SERVER>/netbasic p: h. Also
change the
SYS:NETBASIC/CON1 ROL/SE
RVER.INI to point to th : correct
IP address or simply go t
<SERVER>/netbasic/w :bcon/ma
in2/

e Question:

When Using Gravitix in W :Console
I'm getting the following error

Getting Configuration
file..nw001.grv

Error 100 Getting Config aration
File.

On the Server Console I have the following

ervor niessage.

"Unable to Set OSName: pace"

Please check your fire w 1ll/Proxy
setting so that you are at le to get
files from your server. S t your
firewall so that you can . ccess the
IP address /Netbasic fro 1 your
Master server. Make sur : caching
is disable for this directc -y. Lastly,
since the FTP uses OS2 1ame
space you need to load I ng name
space on your server.
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e Question:

What do I do if I get databa: errors?

Most database problems an be
traced back to an incorre t setup of
BTRIEVE on the NetW: re servert.
Check your database sett > by
loading BSTART at the s stem
console and checking its -alues.
(Look up our values and -erify
against theirs.) After mak ng
changes, reboot the serve - instead
of restarting BTRIEVE. jecause
many applications use thi - (NDS for
example) we recommend a reboot
to prevent loss of data.

e Question:

WebConsole is set up propert but I'm
getting a ""Procedure not ound"

error when I type in the URL to access
WebConsole. What is going « 12

Make sure when you are yping the
URL your have a slash at the end.

http://<IPADDRESS: /

netbasic/webcon/

e Question:

Is there any special setup for ' 7ebConsole
if I have a Novonyx Web Se ver?

In order to see the image files in
Web Console, you need t > add the
line found below to obj.c »nf for the
web server. Once you ed : this file
and save it, go into your . asttrack
Admin Server and click t e Apply
button to load the new
configuration. Stop and ¢ art the
server.

NameTrans fn=""pfx2dir
from=""/lcgi/netbasic"
dir=""/inw_web/shared/ locs/lcgi/
netbasic"
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This line must be before

NameTrans fn=""pfx2dir
from=""/lcgi"
dir="'/novonyx/suitespo /lcgi-bin"
name="1cgi"

and

NameTrans fn=""pfx2dir
from=""/netbasic"
dir="'/novonyx/suitespo /lcgi-
bin/cgi2nmx.nlm" name ="lcgi"

e Question:

How do I login if my context s inside an
organization within a conntry’

If you are using country : 5 part of
your path, you have to us : a typed
name.

for example:
UsetName: "CN=Use: |"
Context: "O=0rg2.C= JS"

e Question:

Is there some reason mry web « msole
doesn't work? Do I need to i sert some
holes into my BorderManager to let web
console authenticate?

You need to configure
BorderManager so that t 1e [P
address for you server c: n be
recognized. Also turn of "the cache
for SYS:Netbasic/ direct ries.

e Question:

When running Taskman the ollowing
error ALWAYS occurs:

"Cannot create job que 1e
<nameserver> , Progr: n
Terminating’'

In order to use Taskman, you must
have Bindery Emulation n your
server.




¢ Question: If you are loading the gla i web

Afer installing the download 4 and server, i.e.. httpd.nlm, yo have to

: ifer ISHBNING The aonioad 7 an load NetBasic first so tha the NMX

installing the software from yc ir site, the .

: engine is loaded. For we  servers

following error occurred on ou. server when

st i 2.5 and newer, the webst rt.ncf file
was recreated so that it w >uld load
the http.nlm. Make sure hat the

Loader cannot find put lic ncf you are using to load he web

symbol NMXC_Conte: tValueSet | Scrveris the correct one.

Loader cannot find put lic

symbol Netbasic_GetK :y

httpd not loaded

® Question: The NAT/Reverse Prox fix is

[ 5 1 o AT R 0 Py actually a fairly simplistic >ne.

with WebConsole?
- Install WebConsole on our
Internal network web ser -er.
- Set up yout proxy serve /firewall
to proxy that web server do not
cache anything coming f1 >m the
/netbasic/ directoty so y ur
information will properly refresh).
- Go to your proxy serve
http://<proxy setrver>/
netbasic/webcon/main2
(The default is /main but we need
to set something else firs )
- Login - do not worry al but the
java errors that will pop 1 >.
- Go to WebConsole sett ngs.




- Click on Web Proxy.

- Enter in the IP address »f your
proxy setver.

- Logout (it may give you an error,
do not worry if it does).

- Go to http://<proxy>, netbasic/

webcon/

It should work fine now.

- Put your Novell web se ver on
your server (internal IP u e).

- Put WebConsole on th¢ same
server (this for case it is t 1€ same as
your border manager box but it
doesn't have to be).

- In Border Manager -> 1 [TTP
Acceleration -> details, a |d an
accelerator:

- Enable this particula
accelerator — yes.

- Accelerator name - d 1s name
for web server (the IP it i assigned
to is the public side of yc ir border
manager) - if you do not iave a
name assigned to that the 1 just
anything will do.

- Web server port — 8(

- Name/IP — IP addre s of the
private web server (intert al IP
address) and put port nur iber in:
default 80.

- Proxy IP - this is the public IP
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address of your border mr inager
server — use port 80.

- Hit ok.

- Turn on border manage -

- Login internally to your internal
web server WebConsole- put in the
public/proxy IP address 1 for your
web proxy IP address.

- Logout of WebConsole

Now it should be ready t - run. Just
go to the public IP addre s (or its
dns name) and you shoul | be ready
to go.
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Additional WebConsole
Utilities

WebConsole Unload components (WCSTOP.NCF)
This NCF file will unload all WebConsole components currently loaded on
the server.

WC2.11 component list:
wcbind, weboot, weconct, weconsl, wediag, wefile, wegrav, wchdesk,

weclan, wemodul, wends, wendsc, weprintr, wereport, wetask, weutil,
wevol, webcon, NDSUTIL, nweb3, Javacon

WebConsole Uninstall (WCREM.NLM)

This utility will remove the WebConsole product from your system by
deleting all the files related to WebConsole. Please note that your
WebConsole configuration will also be removed. You may want to copy
pertinent WebConsole configuration information before running this
utility.
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Note: images used by WebConsole and NDS objects for HelpDesk will
also be deleted.

[CONTROL]

Title=control files
Directory=SYS:NETBASIC\CONTROL\
MasterOnly=False

DeleteType=files

F1=WebCon.INI

F2=WebCon.btv

F3=Gravity.ini

F4=Wcctrl.btv

INMX]

Title=NMX components
Directory=SYS:SYSTEM\NMX\
MasterOnly=False
DeleteType=files
F1=JAVACON.NLM
F2=NDSUTIL.NLM
F3=NWEB3.NLM
F4=WCBIND.NLM
F5=WCBOOT.NLM
F6=WCCONCT.NLM
F7=WCCONSLNLM
F8=WCDIAG.NLM
FO=WCFILE.NLM
F10=WCGRAV.NLM
F11=WCHDESK.NLM
F12=WCLAN.NLM
F13=WCMODUL.NLM
F14=WCNDS.NLM
F15=WCNDSC.NLM
F16=WCPRINTR.NLM
F17=WCREPORT.NLM
F18=WCTASK.NLM
F19=WCUTIL.NLM
F20=WCVOL.NLM
F21=WEBCON.NLM
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[SYSTEM]

Title=WebConsole system files
Directory=SYS:SYSTEM\
MasterOnly=False
DeleteType=files
F1=WCDAEMON.NLM
F2=WCSTOP.NCF
F3=WCTM.NLM

[IMAGES]

Title=image files and directory

MasterOnly=True

DeleteType=dir
Path=Sys:\INW_WEB\Shared\Docs\Lcgi\NetBasic
Ditrectory=\WEBCON

[HELPDESKI]

Title=helpdesk files and directory
MasterOnly=False

NDSOnly=True

DeleteType=dir
Path=Sys:\NETBASIC\CONTROL
Ditrectory=\HELPDESK

[HELPDESK2)

Title=Helpdesk NDS objects
MasterOnly=False
NDSOnly=True
DeleteType=NDS
NDS1=HiTecSoft-HELPDESK
NDS2=HiTecSoft-HDUSER
NDS3=HiTecSoft-SUPPORT

JAVAT1]

Title= Java files for Novell
MasterOnly=False
DeleteType=dir
Path=Sys:\WEB\DOCS
Ditrectory=\WEBCON
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[JAVAZ]

Title=]ava files for Novonyx
MasterOnly=False

DeleteType=dir
Path=Sys:\NOVONYX\SUITESPOT\DOCS
Ditrectory=\WEBCON

WC Daemon component (WCDAEMON.NLM)

From the system console, type WCDAEMON. This will start the monitor
utility that maintains and displays the current login user database for
WebConsole. The Daemon removes the user from the WebConsole
database once the user logs out of WebConsole. In addition, it removes
any users from the database who are has expire login time. Expired login
time is define as the idle time since the last WebConsole function
performed by a login user. If the user idle time is more than the time
allowed by the WebConsole setting, the user is considered "expired" and
their connection is terminated.




INDEX

Index

/ C
/MEtbASIC/ ..o 35 CDROM. 9, 10, 20, 22, 26, 27, 29, 30,
3 32,33
CONLENL ..o 9
312 SEIVET v 21 Jewel Case.....cuvvveeeiiieie e 33
3X SEIVEr...cuviieeciieeeeieeeeeeee e 37 serial number .............cccooeeiieenn, 32
4 CGI e 35
CGI2ZNMX ...ovviioieeeieeeeeeee e 35
411 SEIVET c.cceeervveeeeeeeeeeecireeeeeeen, 21 configuration.. 5, 7, 11, 13, 21, 23, 26,
A.X SCIVET..uuueeeeeeaaans 36 27, 39, 40, 44, 45, 46
y configurations ..........cceeeveeennenns 16, 38
configure .6, 21, 25, 26, 29, 30, 34, 39
access..5, 6, 10, 14, 15, 18, 20, 23, 30, Configute....cceveeereereneenenn. 25,26, 38

31, 33, 34, 35, 37, 38, 39, 40, 41, 42, connections ............. 12, 14, 18, 45, 46

43,44, 46, 49 CONNECHONS .....oooeeveieeiiiieeieeeeeennns 45
ACCESS ..., 5,23,27,45 CONLEXT ..o 36
ACCOUNL.....ccuviieeeiiieeeeiieeeeeiee e 43 D
administrator...5, 6, 11, 12, 13, 14, 15,

16, 18, 19, 24, 41 Diagnostics.......ccvevvereeevenvennenns 13,45
Administrator.........ccocceeeeveeieieeeeneenns 37 directory tree.....oovevevecieeieeeeeeeenenn 14
AllaS.. oo 39 DMA et 46
F210) o) (<] ARSI 12, 13, 50 Domain .....ccccceevvviiiiiiiiiiiiiiiiiiin 35
ASCIL...ooiioiiieeeeee e 39 domain names ..........c..ccceeveeeeennenn.n. 35
ASSIAMENLS. c.vveveeeeerreeeeeerereeeeere e 46 Download...........ccceevevneeeenne.. 26, 46
AutoPlay.......ccccceeevennen. 10, 29, 30, 32 E
B 1515 102 o (0T SRRt 13,45
Bindery ......ccocoveevveiienns 6, 24, 46, 51 EITOT MESSAZE .veevvveenereeereenereeneveenenes 31
Boot Sequence.......cccceevuveennenn. 11,45 F

file AttrIbULES. uvvveeeeeeeeeciiieeeee e 46




Files.....cccoooviviiinninenn. 14, 33,37, 46 logon7, 12,24, 34,36, 37, 40, 42, 51
format........cccecvveevieniieeie e 39 log on screen........oeeeeeveeeenenne. 34,40
FTIP oo 49 Log on Screen.......cccceevveevieenneenne. 34
G Logging on.................... 34,36, 37, 40
LOGiN ..o 36,37
GravitiX.......ooeevvveeeeeeeeninnns 14, 15, 46 M
H map a drive.......cceeeveeecveeeereeennnnnn 30, 31
Help Desk ........ccccoeveveiveinnnen. 15, 46 Map a drive.....ccceeveveeniieieeens 10, 31
HelpDesk ..o.oouvvieneiiineeiieneceeen 50 master installation..............cccccceeenee 29
HTTP oo 35 master server21, 23, 24, 25, 30, 33, 34,
HTTP scheme .......cccccvevevevevererenenne 35 38,40,42,49
HTTPS. ..o 35 configuring.........cocceeevveveeeeneeennenn 39
MASLET SEIVETS.......uvvvveeeeeeeeeennnnes 23,29
I MemOTyY...cccueeviiiiiieiiieeie e 20
incident reports ..........cc.ceeveen. 15, 46 Module.......cccceevieeniienieenieenieene 46
index page.......cceeveereveennnenns 23,27,28 N
INT s 5,13,31,45
INT fileS.uveeriierieerieeiieeree e 5,13 naming CONVENtioN..........ccueeevveerueennns 39
INSTALL ......cccvvenneen. 10, 22,27, 32 NAVIZALC...couveeererieniiereerieenieeieans 32,46
Installation ............cceeveeveneeenenn 30, 32 NCF...5, 11, 17, 18, 38, 39, 43, 45, 49
Hardware requirements.................. 9 NCF files....coovveeereeeereeene. 5,17, 49
software requirements.................... 9 NDSS5, 6, 17, 24, 37, 41, 42, 43, 46, 51
Installing........cccecveveveerennnne 25,26, 30 NetBasic........cccoe.... 11, 18, 35, 47, 49
Internet......6, 7, 12, 23, 42, 44, 46, 50 NETBASIC\CONTROL.................. 37
Internet Explorer................. 12,23, 50 Netscape......coveereeneenieennens 12,23, 50
IntranetWare .9, 10, 20, 21, 22, 23, 24, NetWare
25,26,27,29,30,31,41, 42,45 file Server....ocovvveeciiiiieeeieecee 6
IntranetWare Server............ 10, 23, 25 NetWare 4.11...coooviiiiiiiieeiiiees 25
IP address ......... 23,27, 35, 39, 40, 49 Network Modular............ccccovvennen. 35
NLM 6, 11, 17, 22, 27, 31, 39, 42, 43,
4 44, 45, 46
Java....oooveieennns 5,12,13,23,45,50 NLMs..5, 6, 13, 14, 16, 24, 43, 46, 49
Java-enabled ..o 5,12 NMX Libfary ..c.cooveveviniiiiiiiiiiinenns 49
JIDK 1.1.5 i, 12, 23,50 NOTEPAD.......coveiieieieeereee, 33
JOD QUEUE..c.vvirveiceiriericeeercee e 47 Novell 3.1 .o, 9,25, 26,29
I Novell 3.1 web server.....9, 10, 26, 29
Novell 3.1 web Server............... 25,26
LAN Card......ooovveveeieieieeieeeen. 46 Novell 3.X Server.........cccceeveveueneenne. 30
LOAD HTTP ...coovevvevreieereeeeeen 40 Novell IntranetWare
load netbasiC....coooeeeevrveeen.. 39 Support Pack IT........ccveirirnne 10
load regi2nmx ... 39 Novell Web Server........ 10, 23, 35, 42
Location field............cccoveveeinnnn. 35 Novell Web Server 3.1.................... 10
1og file....oovieeiieieeieeee e 31
1og Off .vveiieieee e, 12,42

64



INDEX

o serial nuUMbeT.........ccceeovvveeeienenenn, 32
server
ON-SCIEEN PIOMPL ..cvevrreereeereerereenns 24
Organizational Unifs............. 16, 46 MASTET....evveieeeeiieeeeiiee e 10
TEMOLE ...vvvvrreeeeeeeeeireeeeeeeeeanreeen 10
P SEIVEr INVENtOrY .....ceecvvrevenenne. 13, 45
PATAICLETS.ooooooooo 513,21 Server LiSt.......cccovveeeeeeeeciiineeneaeeenn, 37
password............ 24, 34,37, 42, 50, 51 server screen
Password 3637 initial and master..............cc......... 34
""""""""""""""""""""" ’ settable parameters..........cccoeeerrenn 45
pzfﬁwords """" 3,6, 15,24, ng ‘2‘3 gé SEtUP rrrrrrrrrreeeee 10, 30, 31, 32, 33, 50
[;Jath ..................................... , 27, " Setup Programm................ 9,29, 30
UM " SETUP Program ... 0
ganueue ....................................... p Setup screens
Print Servers 46 license SCIeeN.......ccevvvvevveeenneene.. 32
"""""""""""""""""""""" Options screen .........ccoeceeeeveeeennen. 33
0 User-Information-Screen ............. 32
Quick Installation............c..ccoeeveene.ne. 9 WEICOME SCIEeM...-.vrvvsvvsvoves 32
Setup screens
R Select-Program-Folder screen......33
RAM 20.21 Start-Copying-Files screen........... 33
RCGIZNMX ..o 31, 38, 39, 40 zﬂggzﬁs """""""""""""""" 33, ?; ‘3‘2
RCONSOLE .......coovevvieveceeeeeenenen. 44 LNy T ’
Readme file................ 7,9,31, 49 S b e
README fil€.....cccooovviiiiiiiiienne 33 G T
reboot...._ 11,21, 26, 39, 40, 43. 49 ;;iz;fozzzu .................................... 32
RebOOt.....eeeecveeeeceieeeeeee 39,45 O e
reference Server ............cocoeeunen. 14, 43 T
remote installation ................c........... 29
TaSKS....ovvviiiiieeeciiieeee e 47
re‘;"tz;erggrg; ’399’ 14% 2411’ 2432 24,30, TCPAP ... 9,10, 21, 23, 25, 26
remote servers.... 23, 24, 29, 30, 34, 38, time restr1ct19ns ..................... 5,15, 46
39, 40, 43, 50 Troubleshooting
Reports....cccveeeeeeciieeiieciieeiees 13,45 gi%DDe;lE S S """"""""""""""""" 4518
rightsii, 5, 6, 10, 14, 15, 18,30, 31,33,  \PADDRESS o
37 41.43. 46 JavaCon.Jar........cccceevvveeieeeiecinnn, 50
T IIbETraries .......oovvveveveeeveecreeeeeenn. 49
e 6,24,51 SCIIPES.cvveviveeeeteeriieee et 49
S SEATTUD ©evveeeeeeeieeee e 49
Schedule 47 tiME ZONE......cceveeeeerreeeeeeeeeeereennn. 50
Schedulef......oovvvveeeeeeieieieieieeeeeeeeenennns 47 U
fccr}i’;ge """"""""""""""""""""""""" i; T | W 31
SeCUrity oo 24.37. 42, 47. 51 ggizztzﬂ?rtllon .................................. g}
Select a Server screen.................... 36 DNLOAD I-%TTP """""""""""""""" 40
Select a Server Screen .................... 36 0 T T T T




URL............. 8,23, 27, 33, 35, 40, 49
Username...........cueeeeeeeeeecinnnn. 36, 37
| 4
Volumes ..........cccoveveeeennn. 16, 18, 47
w
WCLEM uuviiieeeiieeeeteeeeeereeeeeeeveee e 31
web browser....5, 6, 18, 23, 27, 33, 35,

40,41, 42,43, 44
WebCon......oooouvveeieeiiiecieecieeee 35
WEBCON.................. 9,22,27,35,49
WebConsole

hardware and software requirements

.................................................. 20

installation ..........cccccveeeveeeeiieenenn, 33

Installation...........ccccoeeeeeveeeennen.n. 10

SCENATIO....ccceuvieeeeeeeeeeeiieeeeeiiee e 42

SCCTUILY vvveeveeeieeeeie et 6
WebCosole

install.....coooooiiiiiiie e, 10
WEBMGR.EXE .......ccocovvviiiieenn, 40
WEBSERV ..o, 27
WenConsole

installation ...........ccccoeeeeineeeennnn... 29
Windows 95............ 21,23, 29, 30, 32
Windows Explorer ..........c.ccccveeunnnne 29
Windows NT .....cccccevevennne 21, 30, 32




Vohume

PATCHLINK

—

PatchLink Corporation

BorderConsole
Snap-In
User’s Guide

© PatchLink Corporation
PMB 175 ¢ 3370 N. Hayden Road ¢ Suite 123
Scottsdale, AZ 85251-6659
Phone: 480-970-1025 ¢ Fax: 480-970-6323
Web: www.patchlink.com




INDEX

Copyright and Trademark Information

All rights reserved. No part of this publication may be reproduced, transmitted,
or stored in any form or by any means, including photocopying,
photographing, recording, or by any other photographic, electronic or
mechanical information retrieval system, without the prior agreement and
written permission of PatchLink Corporation.

Unless otherwise noted, all data used in examples is fictitious and are solely to
illustrate potential uses of this product.

NetWare, Novell NetWare Directory Services, and BorderManager are
registered trademarks of Novell, Inc. within the United States and other
countries. All other brand and product names are trademarks of their
respective owners.

BorderConsole User’s Guide Version 1.1

© 2001 PatchLink Corporation

Ixviii



INTRODUCTION

Introduction

Internet access settings for your entire network. The applets contained

in this section follow the look and feel of the NWAdmin
BorderManager snap-in. Unlike NWAdmin, however, WebConsole can be
used from any computer with a web browser and access to the Internet.

T he BorderManager section of WebConsole allows you to fully manage

The BorderManager section of WebConsole allows you to:
e View and edit network settings for Access Rules
e Configure settings for Alerting

e Modify the BorderManager Setup including Caching, SOCKS Client,
Proxy Authentication, DNS, and more

e Monitor system resources on the server

These features comprise a comprehensive solution for managing the settings
found in BorderManager.




INTRODUCTION

BorderVianager Features
and Usage

Internet access settings for NetWare networks. Since the

BorderManager section of WebConsole provides functionality similar
to that of the NWAdmin BorderManager snap-in please refer to Novell's help
documentation for further information.

B orderManager includes numerous features for managing a variety of

IMPORTANT NOTES:

e BorderManager must be initialized through NWAdmin prior to being used
with WebConsole.

e Some of the applets contained in the BorderManager section of
WebConsole are very large. Downloading the applets may require a few

extra moments. —
I:lTO close any of the java pop-up windows without saving changes, always
click the Cance/ button inside the window.

e To save changes and close the java pop-up window, always click the OK
button.

¢ You may need to slightly resize the window in order to see the OK and
Cancel buttons.

e CLICKING THE X IN THE UPPER RIGHT HAND CORNER WILL
NOT CLOSE A WINDOW.

e For changes to take effect, you must unload and reload the brdsrv.nlm.
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INTRODUCTION

The main features of BorderConsole include the following:

Access Rules

Access rules allow you to create detailed specifications about which Internet
resources can be accessed by users in your network. Using access rules, you can
define which URLs may be accessed, what types of files may be downloaded,
which protocols can be used, etc.

Clicking the Acess Rules menu button starts a Java applet for this section. Use
this applet to set up Novell BorderManager access rules for a particular object
in your NDS tree. Access rules determine how and when NDS objects are
granted or denied access through the firewall.

Using the buttons above the main text box, you can add, delete, or modify
access rules.

Click Effective Rules to view the effective rules that apply to an NDS container
or a BorderManager server.

Click Refresh Server to have the server rebuild its effective rules list.

Alerting

Clicking the Alerting menu button starts a Java applet for this section. Use this
applet to set up Novell BorderManager Alerting to send e-mail whenever
certain server conditions occut.

In the Notification Scheme section select the radio button for Inherit, Send
alert, or None.
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Inherit
Select Inberit to get server information and e-mail recipient from the NDS tree
with an alert configuration.

Click Effective Configuration to display the server information and e-mail recipient
that is inherited from the NDS tree.

Note: Effective Configuration is only available when Inberit is selected.

Click Refresh Server to force BorderManager to read the alert configuration from
NDS for the local server only. Use Refresh Server after you configure alert
information for an entire Organization (O) or Organizational Unit (OU) and
you want to use the new configuration immediately.

Note: The Refresh Server button is only available for a server object, and it is
only available when you have Inberit selected. If you make changes to the alert
configuration of the Server object, this option will be disabled.

SendAlert

Select Send alert to customize your server information and e-mail information.
E-Mail Recipients specifies the e-mail addresses for those you wish to notify
whenever a certain server condition occurs. You must have at least one e-mail
recipient when using the Send Alert option. E-Mail Servers specifies the e-mail
server(s) that service the e-mail recipients. Valid entries can either be the IP
address or server’s name. You must have at least one e-mail server when using
the Send Alert option. (To increase performance speed for Alerting, use the e-
mail server’s IP address in order to bypass DNS hostname resolution.)

None
Select Noze to deactivate BorderManager Alerting.
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Setup

Clicking Sezup starts a Java applet that allows a user to view and configure
Novell BorderManager Proxy services. Once the applet appears, you may
select the configuration you would like to set. Select the tab on the top section
of the applet that you want to configure. Available tabs include Application
Proxy, Acceleration, Gateway, VPN and Transparent Proxy. Also, click on any
of the buttons at the bottom of the applet to set additional configuration
values. Available buttons include Caching, SOCKS Client, IP Addresses,
Authentication Context, DNS, and Transport.

To enable or disable all access rules on the server, check or uncheck the
Enforce Access Rules box. Access rules are enabled by default.

For all tabbed items

To activate/deactivate access control rules on the server, click inside the
checkbox to the left of a particular service. Access rules are enabled by default.
To go to the detail section for a particular service either double click the item in
the service list or highlight the item and click Defails. The details section will
appear in a new pop-up window. From here you can modify the configuration
for the service.

Note: WebConsole does not manage the Virtual Private Network (VPN)
settings. To do this, use the NIASCFG utility from the server's system console.

Button Items

Caching button

Click this button to modify the proxy cache configuration including cache
directory and maximum size per file. Here you can also configure Time-To-
Live (I'TL) information for cached URLs.
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SOCKS Client button

This feature allows you to enable and configure the SOCKS client information.

IP Addresses button

In order to use the functions contained in BorderManager, you must specify
the server's IP Addresses (private and public). Click on this button to input the
server's IP address information.

Authentication Context button

Use this button to configure and enable (or disable) proxy authentication. This
section also includes SSL configuration.

DNS button
Click here to configure items such as default transport protocol, DNS lookup,

TTL, and threshold parameters.

Transport button

Here you can configure connection timeouts and intervals.

Monitor

Click the Monitor menu button to start the Java applet for BorderManager
Server Monitoring. The server monitor is only available when Java is enabled.
To enable/disable Java please look at the WebConsole Settings (see the
Settings help section for more information).

This java applet displays real-time monitoring similar to the one in the
Diagnostics/Performance Monitoring section.
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The display is split into two displays: gauges and a histogram. The gauges
display their specific data at specific times while the histogram plots that same
data over time.

The minimum and maximum values are labeled directly to the left of the gauge.
The non-percentile value, read in from the server, is below the gauge. Directly
to the right of the value is a green triangle. Click on this triangle to stop the
gauge (it will turn red). Click on it again to start it. To the left is another triangle
that controls the plotting of that value to the histogram. It will either be the
same color as the title of the gauge (turned on) or black (turned off). To close,
or shutdown the java applet, click on the close button at the bottom. To the
right of the close button is the sleep value. This time (in seconds) is how long
the program will wait before going to get the next set of values from the server
and update the gauge(s). To either side of the sleep time display are arrow
buttons that increase or decrease your sleep time when you click on them. To
the left of the close button are plus and minus buttons that increase or decrease
the total time across the histogram display.
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